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CuurtbiBaTenb
Matrix-ll (moa. E K Wi-Fi)

1. ObLLUME CBEOEHUA

CuutbiBatens MATRIX-II (mog. E K Wi-Fi) asnseTtcsa oyepeaHbiM npeactaButenemM B fIMHENKe
yCTpOMUCTB nof HassaHueM Matrix-1l. CHayana nosiBuncs cyntbiBaTenb proximity-kapT ctaHgapTa
EM-Marine nop HassanHuem Matrix-Il (mog. E). 3arem nocnepoBana ero mogudukaums -
CUYMTbIBATENb, COBMELLEHHbIN C aBTOHOMHbIM KOHTPOMNepoMm, nog Hassannem Matrix-11 (mog. E K),
W ganee - ero ceteBas Bepcus, pabortatowwasa no npotokony RS-485, nog HasBaHnem Matrix-ll
(mog. E K Net). lanbHenwmm passutMem ceTeBoro yctpounctea asndetca uagenve MATRIX-II
(mog. E K Wi-Fi), npeactaensiouwee cobon cuuTbiBaTeNb, COBMELLUEHHbLIN C CETEBbIM
KOHTponnepom, peanusywowmnm 6ecnpoBogHon npotokon obmeHa paHHbiMn Wi-Fi, un
npegHasHavYeHHbIN ONA UCNOMNb30BaHUS B CUCTEMAaX KOHTpors 1 ynpasneHuna goctynom (CKY[)
AN ynpasneHns o4HOM TOYKOM npoxofa. BCTpoeHHbIN cunTbiBaTeNb yCTponcTea obecneynBaet
BO3MOXHOCTb paboThkl ¢ proximity-kaptamu ctaHgapta EM-Marine, a npu NOAKNIOYEHNN BHELLHUX
cuuTbiBaTenen npaboty c kaptamu ctaHgapta Mifare.

loBops o cumTbiBaTene Matrix-11 (mog. E KWi-Fi), cnegyet umeTs B BUAY crneqytoLlee.

1. CuutbiBaTenb Matrix-1l (moa. E K Wi-Fi) dhakTnudeckun npeacrasnsaet cobon asa ycTponcTea B
OOHOM Koprnyce - cuuTbiBaTenb proximity-kapt ctraHgapta EM-Marine n ceteBon KoHTposnep,
NO3TOMY WCMNOSIb30BaHNE TEPMUHA «CHUTbIBATENbY» MNPUMEHUTENBHO KO BCEMY YCTPOWCTBY
ABNAETCS YCNoBHbIM. [10aTOMY B fanbHenwem 6yaem HasbiBaTb €0 «YCTPOUCTBOMY.

2. K yctponcty Matrix-Il (mog. E K Wi-Fi) MOXXHO OONOMHMTENBHO MOAKMOYMTL ABA BHELLHUX
cuuTbiBaTens nmbo no npotokony iButton, nnbo no npotokony Wiegand (BaxHo: 06a No ogHOMY U
TOMY Xe NpoTokony). Taknm obpasoM, pakTuyeckn K KOHTponnepy O4HOBPEMEHHO MOXET BObITb
NOAKITIOYEHO 3 cYMTbIBaTENs, OANH N3 KOTOPbIX (BCTPOEHHbIN) MNOAKMOYEH MO npoTokony iButton.
[Mpy 3TOM KOHTpOMNEp aBToMaTUYECKN Pacno3HaeT, No KaKoOMYy NPOTOKOSY NPOUCXoauT nepegada
AaHHbIX OT BHELLIHUX CYUTbIBATENEMN.

BmecTo BHELLHMX cYnTbIBaTENEN BO3MOXHO NMOAKMOYEHME KOHTAKTOPOB Kntoden DS1990A.

3. Hewncteua CKY[] onpenensitotca Hanuyunem wUnu OTCYTCTBMEM HOMEpPa CYMTAHHOW KapTbl B
namaTW KOHTPOIepa, a Takke NPUCBOEHHbIM NPY 3annucy B NamsaTb CTaTyCoOM 3TOW KapTbl. BMecTo
TepMMHa «HOMEpP KapTbl» YacTo YNoTpebnsalT TepMUH «Kno4y». [loaTomy B AanbHenwem
ncnonb3yemble B PyKOBOACTBE TEPMUHbI «KapTay» U «KIIo4» (Hanpumep, NOAHECTU «KapTy» Unu
NOOHECTU «KIHY») CHUUTAOTCA paBHO3HAYHbIMU. CNMCOK KapT (KNtoven) ¢ ykazaHMeM ux cratyca
coctaBnset 6a3y aaHHbIx CKY/.

4. BcTpevarowmmnea ganee B onncaHnm TEpPMmnH «nporpammmpoBaHmne» cantoiBatens Matrix-I11 Wi-
Fi onpenensier Habop OENCTBUIN TONbKO B OTHOLLEHMM KOHTpOMnfepa: 3anucb HoMepa BrnepBble
CYMTAHHOW KapTbl B NaMATb KOHTPOrepa C NpMCcBOeHNeM cTaTtyca, yaaneHne Homepa CHMTaHHOM
kapTbl U T.0. COBCTBEHHO e cuYuTbIBaTEmNb, BCTPOEHHBIN UMW BHELLIHWI, BCerga ocyLlecTBnsaeT
O HM 1 Te e onepaunn: YTeHne HoMepa NoAHOCMMOW KapTbl M nepegadvy Homepa KOHTPOsIepy.

5. [Ins pabotbl co cumTbiBaTenem Matrix-Il (mog. E KWi-Fi) kaxxgown HoBon proximity-kapTe cnegyet
3agatb eé crtaTyc (onpegenuTb nNpasa Bragensua kapTbl). CTaTyc KapTbl 3a0a€TCH B pexume
nporpaMmMupoBaHUsa Npu NepBOM NOSHECEHUN KapTbl K cyuTbIBaTento. [Ana naMeHeHnsa cratyca
KapTbl HEOBXOOUMMO CHavarna yaanutb KapTy U3 NnaMaTu KOHTponsepa, a noToM 3anucaTb €€ BHOBb
C npuceBoeHnem Tpebyemoro ctartyca.

Bo3moxHble BapnaHTbl cTaTyca:

- MacTep-KapTa - npegHa3HadeHa TosbKo Ans nporpammMmmpoBaHnsg yctponctaea Matrix-11 (moa. E K
Wi-Fi) n He npegHa3HaveHa ons npoxoaa;

- NpocTas KapTa (KapTa gocTtyna) - npegHa3HadeHa Ansi Npoxoda Yyepes ToYKy AocTyna (Kpome
pexuma «bnokmpoBkay);



Matrix-Il (moa. E K Wi-Fi) iron@Logic

- Brniokupytowan kapta - npegHasHadeHa Ang npoxoga vepe3 TOYKy AOoCTyna, B TOM Yucne B
pexume «bnokupoBkay, a Takke ONA BKIOYEHUS/BbIKITIOYEHUA pexumMa «bnoknposkay. Mveet
Bornee BbICOKWUI CTaTyC, YeM NpocTas KapTa. brniokupytowme KapTbl OTKPbIBAOT 3aMOK B MOMEHT
ybupaHus kapTbl OT CHUTLIBATENS.

6. B wrtatHOM pexnme pabotbl ycTponcteo Matrix-Il (mog. E K Wi-Fi) «paspelwuaet» npoxog 1 no
NPOCTbIM, 1 N0 BNOKMPYOLLMM KapTaM (Krntoyam).

B pexume «bnokuposka» npoxog no GroKMpyroLWMM Kiovam paspeLLéH, HO 3akpbIT Npoxod no
NPOCTbIM KrntoyaMm (Hanpumep, Npuy Bblaayve paboTHMKaM NPOCThIX KMYER, a COTPYAHMKAM OXpaHbl
BGnokunpyoLWmx Knoyen B pabodee BpeMS B LUTATHOM peXnMe MOXHO obecneunTb Npoxos BceM
Kateropmsim paboTHMKOB, a B HOYHOE BPeEMS B pexunme GnoKnMpoBKM Npoxod OyaeT paspeLuéH
TONbKO COTPYAHMKaAM OXpPaHbl).

Mocne nogHeceHnsa KapTbl KOOQHOMY U3 CHUTbIBATENEN, NOAKMOYEHHbIX K YCTPOUCTBY, KOHTpONep
OCYLLEeCTBMSIET NPOBEPKY MpaB AoCTyna Hanuyme HomMepa MOAHECEHHOW KapTbl B MamsaTn U
NPOBEPKY cTaTyca KapTbl, a 3aTeM BblJaeT CuUrHan ynpasneHusa (3amblkaHue/pa3mMblikaHue
CUNOBOrO TPaH3UCTOpa) Ha 3anopHoOe YCTPONCTBO (3NIEKTPOMEXaHUYECKUI, ANEKTPOMarHUTHbIN
3aMOK WM 3allénka, TYPHWUKET). Tun 3anopHOro YCTpOMCTBA W MPOTOKOSM MOOKITHOYEHUS
cunTbiBaTenemn BbIoMpatoTcs B pexmme KOHOUrypupoBaHust KOHTpornnepa.

MacTep-kapTbl (MacTep-knoymn) npeaHasHadeHbl TONbKO AN NpOorpaMMuMpoBaHns KOHTpornepa
ycTponcTBa 6e3 KoMmnbloTepa U He npefHasHayveHbl Ans npoxoda. MacTep-Kkroum no3BosisoT:
nobaBnAaTb/yaansatb NpocTble, ONoOKMpylowmne U MacTep-knouu, 3agaBaTb BpemMsi nogayu
OTKpbIBAIOLLIErO CUrHana Ha 3anopHoe YCTPONCTBO (pa3peLLeHns 4OCTyna), BKNoYaTb/oTKNoYaTh
pexum npoxoaa «Accept».

B pexume «Accept» nobon knod BOCNIPUHUMAETCH KakK paspeLLEHHbIN U 3aHOCUTCA B NaMATb
KOHTpOrfepa Kak npocTomn Koy Ans npoxoga. Pexxum ncnonesyetca ans doopMmmpoBaHus 6asbl
kntoden npm yctaHoske CKY[] Ha o6bekTe B cnyyae, Koraa Kno4dm A4ns Npoxoaa y>Ke BblgaHbl.
Toraga, Haxo4siCb B Te4EHMEe HEKOTOPOro BpeEMEHN B pexnme «Accepty», KOHTpornnep yCcTponcTea
«cobupaeT» MHpopMaLMo O NPeabsBlIEHHbIX KNo4ax, a Nnocre BKIYEHUS LTATHOMO pexumMa
npoxop 0yaeT oCyLecTBATLCS TONLKO MO KrtovaMm, 3annmcaHHbIM B ero namsiTb.

Cnegyet nmeTb B BUAY, YTO yaaneHne Mactep-kapTbl U3 6a3bl AaHHbIX BO3MOXHO TOSbKO Mpu
CTMPaHUN UK Nepesanucyn BCeN NaMATy KOHTponsiepa, T.e. Npu CTupaHum Bcen 6asbl AaHHbIX
CKyQ.

7. MNpwu BbINycke cuntbiBatena Matrix-1l (mog. E K Wi-Fi) 13 npomnssoacTea namsaTb KOHTposnepa
nycta. [nga ynpaBneHusi NaMATbio KOHTPOSiepa B pexmmMme pyyYHOro nporpaMMmnpoBaHus cneayer,
npexae Bcero, 3anucaTb B NamsTb KOHTponfepa MHgpopmMaumio 0 Mactep-kapte, C NOMOLLbHO
KoTopon 6yaeTr npoucxoauTb nporpamMmmuvpoBaHue ycTpouncTBa. [lopsgok 3anucu kapt byget
onucaH ganee.

BaxxHo! NporpammnpoBaHue KoHTposnnepa (3anonHeHne 6a3bl AaHHbIX KNOYen) B aBTOHOMHOM
pexunme paboTbl YCTPOWCTBa (BPYYHYH) BO3MOXHO TOSIbKO MNPW MOMOLLM CUYUTbIBATENS,
NOAKMIOYEHHOr0 K KOHTponnepy no npotokony iButton. Takum cuuTbiBaTenem Moxet ObiTb
BCTPOEHHbIN CYUTbIBATESb, NN OAWNH U3 BHELLHMX CYMTbIBATENEN, NOAKITHOYEHHbIX MO NPOTOKONY
iButton.

8. CuutbiBaTenb Matrix-1l (moa. E KWi-Fi) no3sonsieT nogknounTs criegyroee obopyaoBaHue:

- ABa BHELWHUX cuyuTbiBaTens proximity-kapt ctaHgapta EM-Marine unu Mifare, nepegatowmx
nHpopmauuio B KoHTponnep no npotokony iButton nnun Wiegand (o6a no ogHomy n Tomy >xe
npoToKony), unn aBa KoHTakTopa knwoden Dallas Touch Memory gns paboTbl € Knoyamu
DS1990A;

- ANEKTPOMarHUTHbIN U SNEKTPOMEXaHUYECKNIN 3aMOK;

- KHOMKY OTKPbIBaHUS 3aMKa («KHOMKY BbIXxoga» ) (TUM HopMasibHO Pa3oMKHYTYHO) - NS OTKPbIBaHUS
Asepu 6e3 npoBepkun Nnpas 4oCTyna;

- BHELLHWI CBETOAMOA U BHELLIHUIW 3yMMED;
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- AaT4YUK NONOXEHUA ABepU (TUM HOPMAaribHO Pa3oMKHYTLIN) - ANA dukcaumm cobblTus "npoxoa
cocTosanca" M COKpalleHUs BpeMEeHW 3ByYaHusi 3BYKOBOW CUrHanmsauuu, MHgopmupyowen o
pa3bnokMpoBKe ABepU (COKpaLLEeHNss BpEMEHU Nogayun Ha 3anopHOe YCTPONCTBO "OTKpbIBaAKOLLErO
curHana").

Kpome Toro, npegycMoTpeHa BO3MOXHOCTb MOSlyYeHUSI KOHTPOMSepoOM CuUrHarma OT BHELUHEro
NCTOYHMKa N5t aBapuUIHOM pa3broKMpoBKM NpoXoaa.

9. YctponctBo Matrix-Il (moa. E K Wi-Fi) nogaoepxvBaeT paboty B aBTOHOMHOM U CETEBOM
pexunmax.

Mo nogkntodeHnto U paboTe B aBTOHOMHOM pexume cuyuTbiBaTenb Matrix-Il (moag. E K Wi-Fi)
aHarormyeH c4MTbIBaTento, COBMELLEHHOMY C aBTOHOMHbIM KOHTpornepom, MATRIX-II (mog. E K).
Mpu paboTe B ceTeBOoM pexume cuutbiBaTenb Matrix-11 (moa. E K Wi-Fi) ananornyeH koHTponnepy
Z-5R (moa. Web).

10. 3anonHeHune 6a3bl AgaHHbIX CKY[ (6aHka knto4yen) B aBBTOHOMHOM PEXMME OCYLLIECTBNSAETCH C
NMOMOLLIbIO MacTep-KapThbl.

B ceTteBoM pexunme paboTta ycTporcTBa 1 3anofiHeHne 6aHka Kroyen ocyLecTBNAETCSA Mo CeTU C
MOMOLLbIO BHELLUHEN ynpasnsioLllen nporpaMmmbl. Kpome 3aHeceHust kapT B CETEBOM pexume
MOXHO CUYMTbIBaTb COObLITUS, yCTaHaBnuBaTb TeKyllee Bpemsi B KOHTpomfepe yCcTpomcTea U
HacTpamBaTb BpEeMEeHHble 30Hbl Ans npoxoga Mo Kaxaow kapte. [lpu notepe cBA3W C
yrnpaBnstoLLer nporpaMmmMmon B ceTeBoM pexxume yctponctao Matrix-1l (mog. E K Wi-Fi) npogomxaet
paboTaTb aBTOHOMHO, HakannmBasi cobbiTusi B Bydepe cobbitun. KoHTponnep no3BonseT
coxpaHAaTb B namat 2048 cobbiTus B uuknmyeckom bydepe (nonyyeHue koga, cpabatbiBaHme
AaTynka ABepwu, Bblgaya ynpasnstowero curHanaun T.a.).

2. TEXHUYECKUE XAPAKTEPUCTUKU

BCTpOEHHbLIN CYNTLIBATENb

Pabo4asa yacrtoTa, Kl'y; 125

Tun ncnosib3yeMblX MAEHTUPUKATOPOB: EM-Marine

[1anbHOCTb CYNTBIBAHUS, CM, HE MEHEE: 3

[NpoTokon nepenayn JaHHbIX B KOHTPOSINEp: iButton (Dallas Touch
Memory)

MopgknioYvaemMble BHELUHUE CHYUTbIBaTE U
(TOHbKO C OOMHAKOBbLIM BbIXOAHLIM MPOTOKOJIOM obmeHa gaH HbIMVI)

Tuvn ncnonb3yeMbiX NOEHTUONKATOPOB: onpeaensieTcsa cuMThiBa-
Tenem
(EM-Marine, Mifare n
T.M.)

[1pOTOKON NOAKITIOYEHMS: iButton nnn Wiegand

MakcnmanbHasa AnvMHa NMHNK CBSA3K MO 15

iButton, m, go:

MakcumanbHaa gnvHa nNnMHMM CBA3N No 100

Wiegand, m, fo:

Bo3MOXHO nogkntoYeHne KOHTakTopoB knroven DS1990A




KoHTponnep

[NlamMaTb KNoYewn, LWT. 2024
[MamaTb cOObITUIA, LUT. 2048
KonuyectBo noaknto4aemblX cyuTbiBaTenen | 2

(KOHTaKkTOpPOB), HE bornee:

[MpoTOKOMbI NOAKNIOYEHMS:
cymnTbiBaTENnEn

iButton, Wiegand

KOHTaKTOpOB iButton

YnpaBneHue nHankaumuen cHuUTbiBaTenen: na

Bbixo Anga nogknoyeHnsa 3amka: MIOT-TpaH3ucTop

Tok cunoBoro Bbixoaa, A: 5

[Mepembluka ans Bolbopa Tna 3amkai 3NEKTPOMarHNTHbLIN,
ANEKT POMEXAHUNYE CKUIN

YcTaHoBKa ANUTENBHOCTU OTKPbIBaHNA 3aMKa,
ceK.

ot 0,1 po 1000 (3aBo-
ACKOe 3Ha4veHue - 3)

Moaynb cBsa3u no Wi-Fi

CTtaHpoapThl:

IEEE 802.11 b/g

[JnanasoH 4acToT:

2,4-24835 Ty

CkopocTb nepegaumn

119: po 54 MoéunT/c
11b: go 11 Mbut/c

MolHOCTb 6eCNPOBOAHOIO CUrHaNa:

<20dBm (<100mW)

Pexxnmbl paboTthbi:

Toyka gocryna, KnneHT

3awmTa 6ecnpoBoaHOM CETH:

WPAWPA2, WPA-
PSKMWPA2-PSK

Uutepdenc USB

Pasbém: USB Twun micro A
Bepcus: USB 2.0
Pexnm: Device, Full/Low Speed

Opyme napameTpbl

CBeToBas 1 3ByKOBasi MHONKaLMS PEXMMOB
paboThbi:

€CTb

HanpsykeHne nMTaHus NOCTOAHHOro Toka, B:

12 (gonyckaetcs 9—24)

MakcumanbHbin noTpebnsembin Tok npu 12 B,
MA:;

100

3awurta ot HEMNpPaBUJIbHOIO BKITHOYEHUNA.

€CTb

[abaputbl, MM:

85x44x18

Macca, r, He bonee:

100
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3. NOAKNIOYEHME BHELLUHUX YCTPOUCTB
MabapuTHble pasmepbl U pacrnonoXeHve KNeMm Ha nnate yCTponcTea npeacTaBneHbl Ha

pUCyHKe:

UMM
GND FoEs
EXIT
LED G Da
HONL OCK
Ol12v e
CIGND
OlpooRr

F'— O

~

85 Mm
O :'_':-.l.l'_'_'.; (@] |_'_|I

W

69,5 Mm

I
N
£
=

Puc.1 MabapuTtHble pasmepbl 1 pacrnonoXeHne Knemm

HasHaueHne knemm npmBegeHo B Tabnuue:

ZUMM | lNMogknioveHne BHelLHero 3ymmepa. Crieqyer 1Mcnosib3oBaTb 3yMMEP CO BCTPOEHHbBIM
reHepaTopoM Ha HanpsbkeHue 12 BonbT M nNoTpebnsieMbiM TOkOM He Gonee 200 MA
MonoXuTenbHbIN KOHTAKT NoAknoyaeTcs K knemme + 12V, a oTpuuaTtenbHbii K 3TOn
Knemve

™ BHELUHWI cuYnTbIBATENDb UM KOHTAKTOP
GND CurhanbHas 3emng. [Ins nogkroyeHuss obLumx NpoOBOAOB BHELUHEro CYUTbIBATENs,
KOHTaKTOpa, AaTymKa NOSIOKEHMS OBEPU U KHOMKM OTKPbIBAHUS ABEPU
EXIT KHonka oTkpbiBaHUSA ABepw. 3aMblkaHve Bbi3blBaeT OTKpbiBaHWe ABepu. PekomeHay-
€TCsl NOAKIOYaTh C NOMOLLLIO BUTOW Napbl
LED YnpaBneHue 3enéHbiM CBETOANOA0M BHELLIHETO CHUThIBATENS

LOCK [ Knemma ons nogknto4eHms oTpuuaTenbHoro npoBoga 0O6MoTKM 3amKa

+12V +12 BOSbT.

MogkntoyeHme nntoca 6noka NMTaHNA U NONOXMUTEMNbHOro NPoBoga 0O6MOTKM 3aMKa

GND CwunoBag 3emns. NogkntodeHne MmHyca 6rioka nuTaHns

DOOR | MNogknioyeHne gatyvka nonoxeHusa asepu. PekomeHayeTcs Butas napa. Cpabatbi-
BaHWEe JaTyMKa Npu OTKPbIBaHMWM ABEPWU MO3BOMSET LOCPOYHO BbIKMOYUTH 3BYK Ha
KOHTpoOssiepe, a Takke CIKOHOMUTb 3HEPTUID, BbIKITHOYMB 3MEKTPOMEXaHUYECKNA 3a-
MOK Ccpasy nocre OTKpbIiBaHUSA ABEPU UMK BKIOYUB SNEKTPOMArHUTHbIA 3aMOK, TONbKO
Korga ABepb Yrke 3aKpbliiacb
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Bxoa 6

Cyumsbigamerib

MATRIX-II

KHonka

PoyTep

[Zaru
NS

i Cyumsieamerib
: MATRIX-II(mM0d. Wi-Fi)

OTKpbIBaHUSA Bnok
asepu nuTaHusa

Puc.2 Cxema nogkntoveHna MATRIX-II (moa.Wi-Fi).

BHewHun cuutbiBaTeNb
UM KoHTakTop (cTp- 18)

3AMOK

BHELLUHWUA 3YMEP

A
Bxog TM——

KHOMKA @_

+e *
BN 12v

MoaknioyaTb HeobA3aTeNbLHO:
-BHewwHuin symmep
-BHewHun ceetoamon (COU)
-KHonKy oTkpbIBaHMA ABepu
-[laTynk nonoxeHus asepu

I_m_

OATHUK OBEPU

1 BH. 3ymvep

9 patuvk gsepu

2 BH. CUMTBIB. 9
3 zemns (=) Q
4 KH. OTKp. ABEPU Q
5 BH. COU (+) 9
6 3amok 9
7+12V Q
8 3emns (-) Q

&

A

ﬁ’h
L od

Puc. 3 lNoakntioyeHne BHELWHUX YCTPOUCTB

ZUMM

CuntbiBaTenb 1

~e,

™

GND

EXIT

LED

LOCK

+12V

GND

DOOR

ZUMM

™

GND

3 Bbixopg
‘\\ /I
;
1

= N !
L 2 [ +12v f-ee . !
o @ . i
- 8 Lo DO
x 4 | DATAO ,%‘
1] = \
. 3 4
o :
° .
= .,
N \\
5
2 @,
= KHonka
© ebIxoda
=

EXIT

LED

LOCK

Feae

+12V

GND

DOOR

Matrix-Il (moa. E K Wi-Fi)

Puc.4 MNogknioyeHne BHELWHUX cYMTbIBaTesen no npoToKony
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DATA 1| EXIT

DATA O

Bxon = Bbixon =
: 12V prteeee ZUMM LII. ? +12V g, ZUMM L
“ . 1
| GND ) ™ —_- | GND \} ™ Heag
@ D =3 @ D 4 =3
= | DATA O 3 GND 0 = | DATA 0 B S GND .
@© % © %
@ | DATA 1 X EXIT ol @ | DATA 1 ; N EXIT ol
3 ! - 5 \ -
£ [LEDG M~ __—7 LED 4‘-“-|_u P | LED-G [+ : — LED -E;Lu
S [Ler oK | = g 3 [LeDRr oK | = g
Ol | ™l (=1 O 1 40—4 ™. (=1
BEEP | +12v o BEEP -+ +12v o
GND E KHonka ' GND E
CunTbis] M-I WiFi DOOR ebIxo0a oo DOOR
DATA 0 ™

EXIT

DATA 1

™

Puc.5 MNoaknioyeHne BHeLWHUX cuuTbiBaTenen no npotokony Wiegand

KoHTakTop

[®lel®I2I®I81® |S]S)

Puc.6 MNoaknioyeHne KoHTakTopa

4. CNOCOBbI CETEBOIO NOOAKNIOYEHUA YCTPOUCTBA

MATRIX-II (moa. E K Wi-Fi)

Mpy uncnonb3oBaHMM YCTPOWCTBA B CETEBOM pexmnme HeobxoAuMMO HacTpOUTb MNapameTpbl
cetesoro nogkntoyeHus Kk Wi-Fi. Mpn atom cnegyeT yuntbiBath, YTO OYHKLUNMOHANBHO YCTPOUCTBO
Matrix-Il (mog. E K Wi-Fi) coctout 13 Tpex y3noB: BCTPOEHHOro cyuTbiBaTensi, cO6CTBEHHO
kKoHTponnepa CKY/L 1 moayns cBs3u C nnokanbHOM KOMMbOTEPHOM CeTbio No npotokony Wi-Fi.
Moaynb cBsA3n obecrieymBaeT MOAKIIOYEHUE YCTPOMCTBA K fOKarbHOM CETU, UMEIOLLENCs Ha
obbekTe, no nHtepdency Wi-Fi n yctaHoBneHme cBsi3m C KOMMNbOTEPOM, HA KOTOPOM YCTaHOBIEHA
ynpasnstowasa nporpamma CKY[l, peanuaytowias yHKLMM KOHTPONSA AoCTyna (3arpy3ka cnucka
KapT, HacCTpoWKa npaB JOCTyNa, C4UTbIBaHUE cobbITUN 13 Bycbepa n T.n.).

Mo cnocoby ycTaHOBNEHWS CBA3M C ynpasnsoLwen nporpaMmon BO3MOXHbI TPU pexuma:

- pexum ceasm WEB. B atom pexume moaynb cBA3n coeamHsaetca ¢ ynpasnswowmnm WEB-
cepBepoM B CETUM WHTEPHET, U yrpaBlneHne yCTPOMCTBOM ocyllectensercsa dyepe3d WEBcawnt
(Hanpumep, «obnavHasy CKY[ - www.guardsaas.com);
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WEB - cepBep

- pexum cBa3n CepBep. B aToM pexunme mMogynb CBA3U OXuAaeT COeAUHEHUS NO MPOTOKONY
TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBMEHa ynpasnswowasi nporpamma (Hanpumep,
GuardLight, GuardCommander, ABaHrapg);

a2 Wifi
NG

Ethernet

Wiﬁ\“\ (ﬁ, Internet

-
' -
- -
s snsssmsssame e =

- pexum cBasn KnmueHT. B 3TOM pexnme Mogyrb CBA3U NbITAaeTCA CaM YCTaHOBUTb COEQUHEHNE MO
npotokony TCP/IP ¢ ynpaenswowen nporpaMmmon. [nsi HACTPOWKM 3TOro pexmnma Heobxoammo
ykasatb |IP-agpec n TCP-nopT Ha yganéHHoMm KomnbtoTepe (Hanpumep, nporpammbl GuardLight,
ABaHrapg v cepsep Zproxy);

Wifi\\\ /((

Ethernet

------ >

o
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CepBep Zproxy (zproxy.con.ru) obecneymBaeT CBA3b MNporpammHoro obecnedyeHuns c
KOHTPOMSEPOM B Cllydae HEBO3MOXHOCTU HACTpPoUTb nNpsimoe coefuHeHne TCP, Hanpumep, npu
paboTe B pasHbiX foKamnbHbIX CETAX. B aToM cnyvae, npu HanMynm BO3MOXHOCTU BbiXxoda B
WHTEPHET, KOHTPONep CoeanHsieTcs C cepBepoM Zproxy, nporpammHoe obecrneveHune Tak xe
COEANHSIETCA C CepBEPOM M MO NApOro 3anpalunBaeT CoeaNHEHNE C HY>KHbIM KOHTPOSIEPOM.

Mpv OTCYTCTBMM CBA3M C yNpaBNAoLLEN NPOrpamMMO KOHTposep MOXeT paboTtaTb B ABTOHOMHOM
pexunme.

=" ' . bl 79
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+
L4

(2]
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} ' wm_h\ ((’ Internet = 8
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5. WEB-MHTEP®ENC

Web-nHTepdenc wucnonbdyetrca OnNa HaACTPOMKUM NapamMeTpoB CBA3M M NOOKMHOYaeMoro
obopynoBaHua. [na BbINONHEHUA NEPBOM HACTPOMKM TpebyeTca yCTPOMCTBO, CnocobHoe
nogkntodatbca Kk cetn no Wi-Fi (nnaHweT, HOyTOyK nnm cmaptoH), N nmeroliee BCTPOEHHbIN
nHTepHeT-6payaep (Internet Explorer, Firefox, Opera, Chromeunt.4.).

Ansa poctyna k WEB-uHTepdency HacTpoek ycTponucTBa HY>KHO BbIMOMHUTL crieaytoLine
AencTBus:

1. YctaHoBuUTb nepemMblyky B nornoxeHve CFG (cm. n.6 «BknioveHune yctponcTea 1 Havano
paboTbi»);

2. lNopatb nuTaHue;

3. YcTtaHoBUTb €BA3b € ycTponcTeoM no Wi-Fi:

- Noxpateca nosisrnenuna Wi-Fi-cetn ¢ umeHem Matrix_I1_ WiFi_ XXXXXX;

- MogkntounTbea K aTon cetu (naposnb gnga nogkniodeHna AUTH_KEY);

3aBoackoe 3HayeHue AUTH_KEY 13 BoCbM1 CMMBOSIOB NPUBEAEHO HA HAKNeNKe,
pacnonoXXeHHoOM Ha 06paTHON CTOPOHE Kopryca YCTPOMCTBA UMM B KOHLIE HACTOSILLENO
pykoBofcTBa (cobniogatb pernctp 6yks!).

4. OTKpbITb Bpay3epom cTpaHuuy no agpecy http://192.168.10.1 (nornH: matrix, naponb
AUTH_KEY);

5. Npoxoast No cTpaHuLam MeH0, BbIMOMHUTL HACTPONKY NapamMeTpoB, He 3abbiBas Ha KaXkaomn
CTpaHuLe Haxumatb KHorKy CoxpaHuTb.

Mocne 3aBeplleHnsa KoHUrypupoBaHusa cregyet ybpatb nepemblyky u3 nonoxeHus CFG u
poxaatbes nogkntodeHus Matrix-1l (moa. E K Wi-Fi) k nokansHon cetu. Tenepb WEB-uHTepdenc
Byoetr poctyneH no IP-agpecy, KOTopbI Oblfl HAa3HaA4YeH YCTPOWCTBY NPU KOHUTYPUPOBaHMM
(6ynet onucaHo Hwxe B n.5.3) nnn nony4deH ot poytepa (DHCP-cepsepa) npu peructpaumm B
nokarbHOM CETMU.

5.1 BbiGop si3blka
Mpn nepsom BkntodeHnn B WEB-nHTepdbence ycTaHOBNEH aHMUACKNA A3bIK. [1ns Bbibopa
PYCCKOro A3blka LWENKHUTE No HagnMcu Pycckun B npaBoM BepXHEM Yriy uHTepdenca:

: . B . o -
ro n@ LD E]ﬂ Matrix IT Wi-Fi Pyccrnm

SN: 50010 English
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5.2 Bknapgka crtaTtyc
Ha Bknagke Ctatyc otobpaxkaetcs TekyLiee COCTOsiHME YCTPOUCTBA:

Noaxnoverte;
MpoaomMTentHocTs padots: 0 days 00:01:01
Bepcun NO KoHTpoNNEpa: 2.22
Bepoun N0 woayna caran: 1.09

Nepevosia CFG: 0N

30ech:

Pexum: pexum pabotbl yctponctea (WEB, Cepsep, KnneHT, ABTOHOMHbIR).

MoaknroyeHue: B pexnmax KnneHt n Cepsep otobpaxaet IP-agpec kKomnboTepa, ¢ KOTOpbIM
YyCTaHOBIEHO COefMHEHME.

MpoaomknuTenbHOCTb PaboTbl: NPOAOCIKUTENBHOCTL PaboThl YCTPONCTBA C MOMEHTa Nofayuu
NUTaHNS.

Bepcus MO koHTponnepa: OTobpaxaeT TeKyLLy BEPCUIO MPOLLMBKM KOHTpOsepa.

Bepcusa MO moaynsa ceasu: OTobpaxkaeT TeKyLLyto BEPCUIO MPOLUNBKMA MOAYNSA CBA3MW.
Mepembluka CFG: oTo6paxaeT Hannune nepemMbivkn (axamnepa): On yctaHosneHa, Off
CHATA.

5.3 Bknapka Hactponkun CoegmnHeHuns

Ha Bknagke Hactponkun CoeamHeHusi yCcTaHaBnMBalOTCA CNocod M napaMeTpbl NOoAKNoYeHUs
MOAynsi CBA3M K NoOKanbHOW ceTu. HacTpoika napaMeTpoB aHarnorMyHa HacTponKe MHTEPHET-
poyTepa.

Cems(SSID): |mySSD
Napors: |\WiFiPassword

o cores [ s oo

#enonszosate DHOR: [
DAKEADOBIHHS 1P 10216
Macxa MonceTw: 255,253
Wz |1

Cepeep DNS: |5.8.8.8

Cetb (SSID): HasBaHue Wi-Fi-ceTn, k koTopon ByoeT nogkntoyaTbCsa yCTPOUCTBO.

Maponb: knto4 WndpoBaHus (Naponb), UCNonb3yembln B ykasaHHoM Bbiwe Wi-Fi-ceTn.

Mouck ceten: akTMBM3aUMS MOUCKa LOCTYMHbIX B AaHHbIn MomeHT Wi-Fi-ceten. [locne
3aBepweHns noucka pocTtynHblx Wi-Fi-ceTen nosaBUTCA CNUCOK HaWAEHHbIX CeTen C
oTobpaKeHnem ypoBHS cUrHana:

Hacrpofikn CoeuHeHns

Oocrynupe Wi-Fi ceTu
NET.111  -90 d8m
wonlagic  -76 dém

default B8 dBm

[ns Bbibopa ceTn He0H6XOAMMO BbIAENUTbL HYXXHYHO CETb 1 HaxkaTb kHonky OK. [Npun aTom Ha3BaHue
Wi-Fi-ceTn aBTOMatnyeckn otobpassitcs B HacTpowmkax. Ecnu cetb He BeAET BellaHus CBOEro
UMEHN, TO UMsS CeTn cnenyeT BBeCTM BpydyHyto B none Cetb (SSID). MNMpu ucnonb3oBaHum
LWwnppoBaHmss HEO6X0ANMO BBECTM KO LUMPPOBAHNS:

10
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Hacrpoin CoeguHennn

LocTynvsie Wi-F1 ceTh
NET.111 90 dBém
ranlagic - 76 dgm @

default - 88 dém

TecT ceTu: npoBepKa BO3MOXHOCTU NOAKIMOYEHUS C TEKYLLMMU 3Ha4YeHnamu SSID n napons. Tem
He MeHee, Npy NPaBUITbHOM Naposie poyTep MOXET OTKa3aTb B NOOKIHOYEHMM, MOCKOSTbKY MOXET
ObITb HacTpoeH Ha npoBepky MAC-agpeca ycTponcTea.

Ucnonb3oBatb DHCP: npeanuckiBaet obpawatbca kK DHCP-cepBepy Ans aBTomMaTnyeckoro
nony4veHus IP-agpeca 1 octarnbHbIX CETEBbLIX NapaMeTpoB, HeobxoaMMbIX A4S paboTbl B JaHHON
nokanbHOW CeTu.

B cnyyae otcytctBus DHCP-cepBepa He06X0AMMO KOPPEKTHO HAaCTPOUTbL CreayoLIne ceTeBble
napameTpbl:

®dukcupoBaHHbIn IP: yHuKkanbHbIn IP-agpec, obecneumBatoLmii agpecauuio yCTporucTBa B
nokanbHoOW ceTun.

Macka lNoaceTun: macka nogcetu, Ucnosib3yemast B JaHHOW JToKanbHOW CETU.

LWnro3: IP-agpec wno3a ang cesa3u ¢ ApyrmmMmm cetamm (B TOM YUCHE U C UHTEPHETOM).

CepBep DNS: IP-agpec cepeepa DNS.

[nsa koppekTHon paboTbl 4OMKHbI OblTb 3a4aHbl BCE yKal3aHHble napameTpbl. Ecnu HekoTopble
napameTpbl HEN3BECTHbI 06paTUTECH K CUCTEMHOMY aAMUHUCTPATOPY.

[Mocne 3aBepLleHNa HaCTPOMKM HEOBXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.4 Bknapka Pexum pabotbl

Ecnun npegnonaraetcsa pabota Matrix-1l (moa. E KWi-Fi) B ceTeBoM pexunme, T.e. nog ynpasneHnem
BHELLHEN nporpammbl, TO MOCME HACTPOMKM MOAKIHOYEHMSI K fOKanbHOW ceTn Heobxoammo
HaCTPOUTb PEXMM YCTaHOBMNEHNS CBSA3M MeXAY YNPaBnsatoLen NporpaMmmMon 1 moaynem cessu. Ha
BKnaake Pexxum paboTbl BbiGUpaeTcsa cnocob NnoaknioyeHns K nporpaMmmMHOMY obecneveHmto npu
paboTe B CETEBOM peXUME:

Pewnn Pabor

Ofwme HacTpolkn
Knpou ayTesTugiakaimm: | DEADBEEF

Pexam PafoTto: | WEB

30ech:

Kntod ayTeHTudmMKaumm: Knod ayTeHTudmkaumm Heobxogmm Onsi NogknveHns K obnayHomy
nHTepHeT-cepBepy B pexume WEB, npu pabote 4epes cepsep ZProxy, a Takke ons goctyna K
WEB-uHTepdency yctponctea Matrix-11 (moa. E KWi-Fi).

[MepBoHayanbHO 30ecb OTOOpaXxaeTcs 3aBoACKOe 3Ha4YeHWE, YKa3daHHOE Ha HaKnerke Ha Koprnyce
yctponctBa (cm. AUTH_KEY). lNpn HeobxogmMMoCTM Ha OaHHOM Llare HacTPOWMKU ero MOXHO
N3MEHUTb (gonyckarTcsa LmMdpbl U TaTUHCKNE ByKBbI).

Pexum paboTbl: BbIOOp ceTeBoro pexuma pabotel - WEB, CepBep, KnueHT nnm soibop
aBTOHOMHOrO pexuma paboTbl ABTOHOMHbBIW.

11
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5.4.1 Web
Pexxum WEB obecneumBaeT cBsA3b C «0bradyHbIiM» cepBUCOM. [Jna HACTPOrKK pexnma paboThbl
WEB HeobxoaMMo yTOYHUTb Y NOCTaBLUMKa yCryri U 3agatb creaytoLlime napameTpsil:

WESB
Anpac capBepa; |hw.Quardsaas. com
Henonozoaate HTTP npoccwr [
Anpec npokcH cepeepa: |192.168.10.1

3128
MNopr npokcH cepaepa:

MNapono: |ab974088d09dddel
WHTEpBAN CORIMHEHNA 10

Yucno coboimui: |1

Appec cepBepa: nms nnm IP-agpec WEB-cepBepa «06na4Horo» cepauca, K KOTOpoMy A0SMKEH
ByoeTt nogknoyaTbcs KOHTponnep.

Ucnonb3oBatb HTTP-npokcu: ykasaHme HeobxoaumMmocTu obpalleHna K cneymansHOMY
cepBepy B CeTU ANdA JOCTyna K UHTEPHETY.

Appec npokcu-cepBepa: CETEBOM aapec NPOKCU-cepBepa B JIOKaNbHOW CETHU.

MopT npokcu-cepBepa: NOPT 4SS NOAKITHOYEHUS K NPOKCU-CEPBEPY.

Maponb: naponk Ans goctyna k gaHHbIM Ha WEB-cepBepe.

UHTepBan coeanHeHus: nHtepsan coegmHeHns ¢ WEB-cepBepom B cekyHaax.

UYuncno cobbITUI: YNCO cOObITUIA B KOHTPOMNEpax, Npn KOTOPOM NPOMCXOAMT AOCPOYHas
oTnpaska faHHbIx Ha WEB-cepBep 00 UcTeveHus uHTepBarna nepegaq.

lMocne HacTpoek Bcex NapamMeTpoB HEOOXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.4.2 CepBep

B atom pexvme mMoaynb CBSA3M OXUOAET MOLKMYEHUS ynpaBnsailowen nporpamMmmbl K ero
OTKpbITOMY fnloKansHOMY nopTy. B crniyyae Beibopa pexxuma paboTel CepBep cnenyer 3agathb:

Cepaep
Nowanoswid nopt: 1000

PazpewssHol IP. |255.255,255.235

3aeck:

NokanbHbIM nopT: TCP-nopT, kK KOTOPOMY OOMKHA Oy4ET OCYLLECTBNATL NOAKITHOYEHNE
ynpasnstoLiasa nporpaMmma.

PaspewéHHbin IP: IP-agpec komnbioTepa, ¢ KOTOPOro yrnpasnstoLwen nporpammMme paspeLleHo
yCTaHaBnuBaTb coeguHeHne ¢ KoHTposnnepom (255.255.255.255 onsa gonycka scex IP-
agpecos).

lMocne HacCTponKM BCex NapaMeTpoB HEOOXOAMMO HaxaTb KHOMKY CoxpaHUTb.

5.4.3 KnueHt

B cnyyae BbiGopa pexmma paboTbl KnueHT moaynb CBs3M cam OygeT perynsipHo nbliTaTbCs
YCTaHOBWUTb COEANHEHUE C YNPaBnsoLLEN NPOrpaMMon. OTOT XKe PEXMM HacTpanBaeTcs B criydae
NOAKITOYEHUS K cepBepY ZProxy.

3agaHuio noanexar crnegyowme napameTpbl:

KnueHT

Agpec cepeepa: |192.168.1.10

Mopt cepeepa: |25000

12
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30ech:

Appec cepBepa: |P-agpec komnbioTepa, C KOTOPbIM YCTPOWUCTBO [AOSHKHO YCTaAHOBUTb
NOAKMYEHNe AN CBA3M C ynpasnsioLen nporpammon, nnm IP-agpec nnn nmsa cepeepa Zproxy
(zproxy.con.ru).

MopTt cepBepa: IP-nopT, kK KOTOPOMY [OMKHO OCYLLECTBAATLCA NoaknoveHue (ans Zproxy -
25000).

[Mocne HacTpoKikM BCEX NapaMeTpPOB HEOOXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.4.4 ABTOHOMHbLIN

HauyanbHas HacTponka CKY[I, koTtopas, Hanpumep, Ha KoHTponnepe Z-5SR BbINOMNHSETCH C
NMOMOLLbIO NepeMblYeK, Ha JaHHOM YCTPONCTBE BbIMNOMHAETCA C NOMOLLLIO pexxrma ABTOHOMHbIN.
OTOT pexmm npegHasHadeH anst paboTbl CO CNUCKOM KNtover KoHTposnnepa 6e3 ncnonb3oBaHus
macTtep-knoda yepe3d WEB-untepdenc. Takum obpasom, co3gaHMe n pegaktupoBaHue 6as3bi
OAHHbIX KITHOYer BO3MOXHO OCyLLeCcTBUTb ABYyMsi crniocobamu: 4vepe3s WEB-unTepdenc mn c
NMOMOLLbIO crieumanbHON proximity-kapTbl, Ha3biBaeMOW MacTep-KIodoM (nporpaMmmupoBaHue
KOHTponnepa C MNOMOLbI MacTep-knoya byaer paccMmoTpeHo panee). [Ona obecneyeHus
HaACTPOMKM 0asbl KNHYEN MOXHO WCMOMb30BaTb BCTPOEHHbIA CYMTbIBATENb WAW BHELUHUN
cuyuTbIBaTEmNb, NOOKNIOYEHHBLIN K ycTponcTBy Matrix-1l (mog. E K Wi-Fi) no npotokony iButton
(HacTpovika 6a3sbl KIH4er ¢ NOMOLLbI0 CHMTbIBATENS, nogktodeHHoro no npotokony Wiegand, He
nogaepxusaercs!).

B cnyyae ynpasneHus paboton yctponctea yepe3 WEB-uHTepdenc cnegyet BoibpaTb pexum
paboTbl ABTOHOMHbIW. Torga nHtepdenc ynpaBneHmsi NPUMET CneayoLwmnn Bua;

ABTOHOMHEA
Pexum Accept: [J

Pasim AocCTyna: | Hopua

Pemmm aobaanaunn snsoued!

Pexmm gobagnesun MacTep-sasouei;

Pasiir yOaNSHAR KIRUER

Pexxum Accept: BknoyaeTt pexxum Accept, B KOTOPOM BCE HEN3BECTHbIE KItoun ByayT
3anncbiBaTbCs B NaMATb Kak MPOCTble HOBbIE KITHOYMN.

Pexxum poctyna: BO3MOXHble 3Ha4YeHna Hopma (LuTaTHbIM pexnm npoxoaa),

BnokupoBka (npoxoa no 6nokupyowmm kaptam), CBo6oaHbLIN Npoxoa (Mpoxon OTKPbIT),
OxunpaaHue (yctaHaBnmaetcs Tonbko Yyepes WEB-uHTepdenc ona cnyyas, korga B
KOHTPONUPYeMOWN TOYKe A0CTyna YCTaHOBMEH pexuM bnokuposka Torga nepsas nogHecEHHas
kapTa (npoctas unu brnokupytoLwas, Ho He MacTep-kapTa!) nepeBeaeT pexum 4ocTyna B
nonoxeHne CBoboaHbLIN Npoxon,).

Pexum poGaBneHus Knro4ven: nepeBoguT YCTPOMCTBO B pexumm JobaBrneHus nNpocTbiX W
BrnokupyoLwmx knoyen (nogpobHee cm. n.7.1).

Pexxnm nobaBneHnsa mactep-Knoyen: nepeBoamT YCTPOMCTBO B pexuM fgobasneHns macrep-
Kntoden (nogpobHee cm. n.7.2).

Pexxum yaaneHus Knro4ven: yaanseTt NoOAHECEHHbIV K CYUTbIBATENIO MPOCTOM Un BroKMpYHOLLNIA
Knto4 n3 6a3bl 4aHHbIX (NnogpobHee cM. n.7.3). MacTep-Knioym B 3TOM peXUMe He yAansatoTCs.

Mpwn BKNOYEHUM PEXNMOB «A0baBneHne KnYveny», «gobaBneHne MacTep-knoden» 1 «yganeHme
KNYen» Ha COOTBETCTBYIOLLIEN KHOMKE NOSBUTCSA TanMMep obpaTHOro OTCYETA, NOKa3biBaloLLUM
BpeMs, OCTaBLUeecs 40 aBTOMaTUYECKOrO BbIKITHOYEHUS.
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5.5 Bknapgka HacTponku KOHTponnepa ycTpoucTea
Bknagka HacTpoiikm koHTponnepa no3BosnsieT ycTaHOBUTL NapaMeTpbl paboTbl KOHTponepa
ycTpounctea Matrix-Il (mog. E K Wi-Fi):

HacTpoiixn KonTponnepa

THM 33MK3! | 3ASKTDOMBTHHTHER

®

BHYTRaHHWA 3EYH:

WHoMKaLmMa Wi-Fi:

1]

Bpama oTKPETUR: |10 ® 0,15,
BpeMA KOHTPOMA CTHPRTHA: |30 % D.1s,
BpemMA KOHTPONA I3KPBTHAL G x 015,
CHHXPOHWEMPOBaTE BpeMA no NTR: []
NTP cepeep:

Yacoson NoAc:

Tun 3amka: BbIGOp TMNa 3aMka AnekTpo3allénka, SNeKTPOMarHUTHbIN, ONEKTPOMEXaHUYECKNIA.
Ecnu Tun 3amka HacTpoeH ynpasnsioLwen nporpaMmmMon, To M3MeHeHe Tuna 3aMmka HEBO3MOXHO
[0 cOpoca B 3aBoACKNE HAaCTPonKn ¢ nomoLbio Web-nHTepderica unm nepemMbidkm (NONOXeHne 2,
cm. cTp. 50), a none “Tun 3amka” oTobpaxkaeTcsa Ha3BaHME HAaCTPOEHHOM TOYKM NPOXoAaa.
BHyTpeHHUN 3BYK: BKIHOYEHUE/OTKNIOYEHME BCTPOEHHOIO UCTOYHMKA 3BYKa.

MUupgukauma Wi-Fi: BknoyeHne/oTknoveHns oTobpaxkeHnsa coctossHua nogkntodeHuns k cetn Wi-Fi,
C NOMOLLIbIO BCMbILWEK CUHErO MHAMKATOPA. 3HAYEeHUSt MHOMKALNN: MOCTOAHHOE MUraHUe - MOUCK U
nogkntodeHune k cetn Wi-Fi; muraHne no 3 BCMbILWKN - pEXUM KOHPUIYpUpOBaHus (yCTaHOBIEHa
nepemblyka CFG); MuraHne no 2 BCMbIWKM - YCTAHOBMEHO COEAWHEHWE C YNpasnsoLwen
nporpaMmon (CepBepomMm); OOHOKPaTHblE BCMbILKA - OXUAAHME COEeOUHEHWSA C ynpasnstolen
nporpaMmmon (cepBepom).

Bpems OTKpbITUA: ANUTENbHOCTbL WMMYSbCa, BblAABAaeMOro Ha 3arnopHOe YCTPOWCTBO, AN
pa3broknMpoBkM Npoxoaa. B 3aBMCMMOCTM OT TUMa 3aMKa 3TO MOXET BbITb Kak CHATME HAaNPsHXeHWs,
Taku ero nogavya.

BpemMs KOHTPONS OTKPbITUSA: BPEMSA OXMUAAHUA OTKPbIBAHUS ABEPU NPY pa3peLléHHOM NpoxXoae.
OTKpblBaHWe OBepu NO UCTEYEHUN ITOr0 BPEMEHU KBanuduuupyetcs Kak B3rnom. Npu 3agaHum
3Ha4YeHUs, MeHbLlero 4Yem «Bpemsi OTKpbITUS», ONs OaHHOW dyHKUMM OyaeTr mMcnorb3oBaHoO
«Bpems oTkpbITUS Y.

Bpems KOHTpONA 3aKpbITUA: BpEMSI KOHTPOMNS OTKPLITOrO COCTOSAHUS ABepu. Ecnu 3a 3agaHHoe
BpeMsa OBepb He OygeT 3akpbita, TO OydeT ccopmupoBaHo cobbiTue «[lBepb OcCTaBrieHa
OTKPbITON». 3Ha4YeHne, paBHoe «0», OTKIMOYaEeT KOHTPOrb.

CuHxpoHusmnpoBatb Bpems no NTP: Paspeliaet obpaiiarbcs k cepsepy Bpemenn (NTP) ons
CUHXPOHM3ALMKN YacOB YCTPOUCTBA.

NTP-cepBep: agpec cepsepa NTP, ucnonb3yemoro npu CUHXpOHU3aLnn BpeMeHN.

YacoBou nosc: 4YacoBOW NOSAC, UCMONb3yEeMbIN NMPU CUHXPOHU3ALMN BPEMEHM.

OTKpbITb ABEPb: KHOMKKU, OTKPbIBatOLLMeE NPOXOA Ha BXO MU Ha BbIXOS,

[Mocne HacTpoek Bcex napaMeTpoB HEOBXOAMMO HaxaTb KHOMKY CoxpaHUTb.

5.6 Bknapka PaclumpeHHble HaCTPOMUKHN

Bknagka PaclumpeHHble HacTporKku no3sonsieT obHOBNATH nporpammHoe obecnedeHue ([M10O)
YCTPOWCTBA, CKauMBaTb W 3arpyxaTb KOHMUrypaumoHHble annbl, OBHOBMNSATbL MPOLUMBKY
YyCTPOWCTBA, BOCCTaHaBNMBAaTb 3aBOACKME HACTPOMKN 1 nepe3sarpyxatb Matrix-11 (mog. E KWi-Fi):
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Pacwmpenibie HacTpoiikm

BOCCTIHOBMTL J3BOACKME HACTPORKH:

CoxpatitTs KonbHrypaLmorssi hafn

3arpyInTh KoRDHIypaLMoHHsiA Garn

Nepesarpyska koHTponnepa:

1IN0

OOHOBNEHWE NMPOWMBKK:

BoccTaHoBUTHL 3aBOACKME HACTPOMKN: BOCCTaHABNNBAET HACTPONKN MO YMOSYAHMIO.
CoxpaHUTb KOH(pUTIYypaLMOHHbIM dpann: COXpaHAET HACTPONKN KOHTposnepa B hann Ha
YCTPOWNCTBE, C KOTOPOro NPOU3BOANTCH HACTPOMKA.

3arpy3unTb KOH(PUTypauMoHHbIN hann: 3arpyxaeT CoXxpaHEHHbIE HAaCTPOKMKKN U3 dparna Ha
YCTPOWCTBE, C KOTOPOro NMPON3BOANTCS HACTpoOMKa.

Mepe3arpy3ka KOHTponnepa: BbIMNOMHAET Nepe3anyck yCTPOMUCTBA, YTOObl YCTaHOBIEHHbIE
N3MEHEHNA HaCTPOEK BCTYNWUMAW B CUY.

O6HoBneHune npowmnBKK: No3sonsetr 06HoBUTL MO ycTponcTBa Kak KOHTponnepa, Tak 1 Mogyns
CBA3N.

5.7 3aBepweHue paborsl WEB-uHTepdenca

[nsa 3aBepweHnsa pabotel ¢ WEB-uHTepdencom Heobxoanmo ybpatb nepemblvKy 13 NOoNoXeHUs
CFG, ecnu oHa Obina ycraHoBneHa, (cMm. n.6 «BkntoyeHne ycTponcTBa M Hayano paboTbi»),
BblOpaTb BKNagky PaclmpeHHble HAacTpOMKM U HaxaTb Ha KHOMKy «[lepe3arpy3vTb» B MEHHO
«[lMepesarpyska KoHTponnepa.

6. MEPBOE BKNIOYEHUE YCTPONCTBA UHAYANO PABOTDI

MoaknounTe BHELWHNE YCTPONCTBA K KOHTPOSIIEPY B COOTBETCTBUM C pa3genom 3.

HavanbHble (3aBogckue) HacTporiku moayns cesasu Matrix-11 (mog. E K Wi-Fi):

Ha3BaHue ceTn: «mySSIDy»;

naponb: «WiFiPasswordy;

npotokon Wi-Fi pexum DHCP;

pexum yctaHoBneHus ceasm WEB, cepeep hw.guardsaas.com.

BHumaHue! N3mMeHeHMe HacTpoek Moayrs CBA3U BO3MOXHO TorbKo Yyepe3 WEB-
UHTepdenc.

Ecnn npegnonaraetca ucnonb3oBaHWE YCTPOMCTBA B CETEBOM PEXMME MpU OTINYHBLIX OT
3aBOJCKMX HACTPOEK NapamMeTpoB CETU, TO U3MEHUTE 3aBOACKNE HACTPOMKM B COOTBETCTBUM C N.5
HaCTOSLLEero pykoBoacTBa.

C nomouubto WEB-uHTeperica Takke BO3MOXHO 3aaHne HacTpoek aAnd paboTbl n B ABTOHOMHOM
pexume. [1na paboTbl yCTpoOMCTBa B aBTOHOMHOM pexunme Heobxogmmo yepes WEB-nHTepdeinc
BbIGpaTb BkNaaky «Pexnm paboTbl», yCTaHOBUTL PEXMUM paboTbl « ABTOHOMHBINY 1 CO34aTb XOTS
6bl ognH MacTep-kntoY (cm. 1.7).

[anee, coxpaHnB aBTOHOMHbIN pexxnm paboTsl, BbInTK 13 WEB-nHTepdenca n cosgatb Kno4vm ans
npoxopaa.

[Mocne nameHeHnst HacTpoek BblkNoYNTE NUTaHne. CHUMUTE nepembldky ¢ nonoxeHus CFG u
YyCTaHOBUTE €€ B COOTBETCTBMN C UCMOSb3yeMbIM TUNOM 3aMKa. [logante nutaHmne. YCTPOMUCTBO
roTOBO K paboTe B BbIGpaHHOM Mpu HACTPOMKax pexmme.

Ecnu ycTponcTBO npegnonaraetcs UCnonb3oBaTh TOMbKO B @aBTOHOMHOM pexume, TO AfiS ero
HaCTPOWKM MCMOSb3yeTCHA pacnoroXeHHas Ha nnare ycTpoMcTBa nepemMblyka:
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CFG | [+©
OZO
CLR 4

ADD Puc.7 MNepemblyuka

JTa nepemMblyka MOXET HaXOAUTbCS B OOHOM U3 NATU MOSTIOXKEHUN:

MonoxeHune Ne1 - BLIGOP anekTpoMexaHN4YeCKoro 3aMka (B COCTOSIHUM «3aKpbITO» C 3aMKa
CHATO HanpsbkeHue) (cM. 3ameyaHue 1).

MonoxeHne Ne2 CLR (ounctka) - ana ctupaHus namatv (6asbl JaHHbIX) KOHTponnepa u
BOCCTaHOBIIEHMS 3aBOACKMX HACTPOEK MoAynsa cBs3n. [1na aToro cneayeT BbIKIOYUTE NUTaHKe,
YCTaHOBUTb MEPEMbIYKY U BKMAYUTL NUTaHWe. 10 3aBepLUeHnto CTUpaHus - cepusi KOPOTKMX
3BYKOBbIX CUrHanoB. CTMparTCcs BCe Kouu (KapTbl) M 3anporpaMmMmMpOBaHHOE BpeMS OTKPbIBaHUSA
ABepu (yCTaHaBNMBaETCHA 3aBOLCKOE 3HAYEHME - 3 CeK).

MonoxeHune Ne3 ADD (no6asneHue) - ana gobaBneHns npocTbiX 1 BOKNPYHOLWKMX KapT B NaMsATb
KOHTponnepa 6e3 ucnonb3oBaHUA MacTep-kapTbl. [ns 3Toro crnegyeTt BbIKMIOYMTbL NUTaHMe,
YCTaHOBUTb NEPEMbIYKY M BKIOYUTbL NUTaHMe. [locne 3ByKOBOro curHana KoHTposnnep Haxoantca
B pexvnme fo6aBrneHus NpocCTbiX KapT: MOXHO A06aBWTb NpPOCTble (KOPOTKOE MogHEeceHue) u
Gnokupyowme (anNMHHOE nogHeceHue) kapTbl ©e3 Mcnonb3oBaHUS MacTep-kapTbl. Yepes 16
CeKyHA nocne nocriegHero nogHeceHus KapTbl KOHTPOSSep BbIXOOUT U3 pexuma JobaBneHus
NPOCTbIX 1 BrIOKUPYOLLNX KapT (MPO3BYYUT CEPUA KOPOTKMX 3BYKOBbBIX CUTHANOB).

MonoxeHue Ne4 - BbIGOP 3neKTPOMarHUTHOro 3amMka (B COCTOSAHUM «3aKpbITO» Ha 3aMOK Nof4aHo
HanpsbkeHue). Ecrnv nepemblyka BooOLLE He yCTaHOBIEHA, TO CYUTAETCH, YTO OHa «yCTaHOBIEHa»
B NonoxeHue 4, T.e. BbIOpaHO NoAKNI0YEHNE ANeKTPOMarHMTHOro 3aMmka (cM. 3amevanma 1m 2).
MonoxeHue Ne5 CFG npu nogaye nutaHWa YCTPOWCTBO 3aryCKaeTCs B PEXMME HaCTPOMKU
napamMeTpOoB CBSA3U 1 NOAKNKYaemMoro obopyaoBaHmns (CM. n.5). 3aMoK B 3TOM pexknme 06eCTOYEH.
3ameyaHue 1. Ecnu HacTpomnka Tvna 3amka nposogunacb ¢ nomouwbio Web-uHtepdgenca nnm
ynpasnstoLien nporpammel (Hanpumep, GuardLigth), To ycTtaHoBKa nepembivky B nonoxeHune 1
nUnNun 4 He okasblBaeT BIIMAHUA Ha BbIOOP TMNa 3aMKa 40 BOCCTAHOBIIEHUS 3aBOACKMX HACTPOEK C
nomotubto Web-nHtepdenca nnm nepemblyvku (nonoxeHuve 2).

3amevyaHme 2. Kak W3BECTHO 3NIEKTPOMArHUTHbIN 3aMOK OTKPbIBAe€TCs TOMbKO Mocne
NpeKkpaLleHns Toka B ero KaTyLlke, U OT CKOPOCTU NageHnsa ToKa 3aBUCUT 3aepKKa OTKPbIBaHUS
asepu. Ona ymMeHblUeHMs 3TON 3aBUCUMOCTW B KOHTPOSINEp BCTPOEHAa CXema ralleHust Toka,
KOTOopas npeBpallaeT «JIULWHIOK» 3Hepruo B O0OMOTKE 3aMKa B Tenmno, YTO CyLeCTBEHHO
COKpaLllaeT Bpems cpabaTtbiBaHWS 3aMKa.

OpHako BO3MOXHOCTM CXeMbl He 6e3rpaHunyHbl, U Npu Tpaduke 6onee 25 npoxonos 3a 5 MUHYT OHa
MOXET BbINTU U3 CTPOS U3-3a neperpesa. [N 3aMTbl CXEMbl ralleHNs ToKa AN Takux Tovek
npoxoga HeobXxoaAMMO YCTAHOBUTL LUYHTUMPYHOLWMIA Anog napannensHo odbmoTtke 3amka. lMocne
3TOro Bpems cpabatbiBaHUA (OTKPbIBAHWSA) 3NEKTPOMArHUTHOINO 3amMKa MOXET Bo3pacT Ha 1-3
CEKyHAbl MO CpaBHEHUIO ¢ paboTatoLLEen CXeMOoM raleHmst Toka. Ecnm Takoe yBennyeHne BpeMeHu
Henpuvemnemo, TO peKkoMeHAyeTCs nocrnedoBaTenbHO C AWOAOM YCTaHOBUTb BapuUCTOp Ha
HanpskeHne 0o 14 BonbT 1 paccenmBaemon aHepruen ot 0,7 [k (pekomengyetca VBZA2P) (cm.
Puc.6).
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CBeToBas 1 3ByKoBasi uHgukauus pad6otbi Matrix-ll (mog. E K Wi-Fi)

B paboyeM cocTosiHUM rOpUT KpacHbIN CBETOANOL, CUTHANMU3NPYS O HaNMYumn NUTaHus.

Mpn nogHeceHnn KapTbl K CYUTbIBATENIO BO3MOXHbI CreaytoLne BapnaHTbl:

- KapTa ecTb B 6a3e koHTponnepa Matrix-11 (moa. E K Wi-Fi) - muraet 3enéHbii cBeToamoa, 3syyar
CUrHanbl 3ymMepa, 3aMOK OTKPbIT Ha YCTaHOBMEHHOE BPEMSA OTKpbIBaHWA 3aMka (unu [o
cpabaTbiBaHUA AaTynKa NONOXEHUS ABEPN);

- KapTbl HeT B 6a3e koHTponnepa Matrix-1l (mog. E K Wi-Fi) - muraet ceetoamog (3enéHbiMm 1
KpacHbIM), pa3gatoTcs ABa KOPOTKNX 3BYKOBbLIX CUrHana.

Mpwn BknoyeHHon onuumn “UHaukaumua Wi-Fi” (cm. n.5.5.) onncaHHasa Bbiwe nHgukaumsa oyaoet
npepbiBaTbCA BCMbILKaMMU CMHEro cBeToamMoaa, otobpakarolwmMMmM COCTOSIHUE MOAKITYEHUSA K
cetn Wi-Fi.

7. HACTPOMKA YCTPOUCTBA C NOMOLLbIO MACTEP-KIMIOYA

[Ana ynpaBneHua YCTPOWCTBOM (MepeBoda B HYXHbIN PEXUM NPOrpaMMUPOBAHUS:
CosgaHuel/yoaneHust NpocTbIX U/unn GNOKUPYOLLNX KapT, BKNOYEHNE pexunma «Accept» n 1.4.)
NCNonb3yTCAa KOPOTKNE (MeHee 1 cek) n aAnuHHble (OKono 6 cek) NogHeceHus (kacaHus) mactep-
KapTbl (Mactep-knio4a) NnMbo K BCTPOEHHOMY CYMTbIBaTeNto, MO0 K BHELWHEMY CHUTbIBATEN!HO,
NOAKMYEHHOMY Mo npoTokony iButton.

BHuMaHue: ans ynpaBneHusi, UNn Kak 4acTto roBOPAT - «MNpOrpaMMuUpoBaHusi», YCTPOMCTBA
cuuTbIiBaTenu, nogknoveHHble no npotokony Wiegand, B cuny oco6eHHoOCTen npoTokona
He noaAnepPXUBaKTCS.

Ha paboty B KaxgoMm pexume nporpaMMMpPOBaHUSA €CTb OrpaHuyvyeHue Mo BpeMeHu Mnocne
nocrneaHero NoAHeceHUst KapTbl K cyuTbiBaTento (okosio 16 cek), nocrne KOTOporo YCTPOWCTBO
BbIXOAMT U3 pexnma nporpaMmmmpoBaHust, UHPOPMUPYSA cepuen n3 4 KOPOTKUX CUTHANOB.
Bo3mOXHbI crieqytowme pexxmmbl NporpaMMmnpoBaHUs:

- lo6aBneHne NpocTbIX KN4en - 1 ANUHHOE KacaHue.

- lo6aBneHne MmacTep-knto4ven - 1 kopotkoe u 1 AnNUHHoe.

- YaaneHue npocTbIX KNYen - 2 KOPOoTKUX U 1 ANUHHoe.

- CTupaHue Bcex Knroven (namsaTu KOHTponnepa) - 3 KOopoTkux n 1 aAnuMHHoe.

- YcTaHOBKa BpeMeHU OTKpbIBaHUSA ABepyU - 4 KOPOTKUX.

- Mepexopn B pexum "Accept” - 5 KOPOTKUX.

- BbikntoyeHue pexunma "Accept” 1 KopoTkoe.

7.1 Oo6GaBneHue NPOCTbIX KIHO4YeN

MogHecuTe 1 yoepxumBamTe mMacTep-knod (ANMHHOE KacaHue). B MOMEHT KacaHusa KoHTponnep
YyCTpPOMCTBa (Qanee KOHTPOMnep) BblAAcT KOPOTKUM CUrHarn, MOATBEPXOaloWmMi Orno3HaHue
MacTep-Kro4a, 1 Yepes 6 CeKyHz - BTOPOM CUrHars, ykasblBalLLMi Ha nepexon KoHTponsepa B
pexum pobasrneHus NpocTbiX Kroden. [locne aToro macTep-krnod cnegyetr ybpartb. [Ons
AobaBneHns HoBbIX KIKOYEeN KacanTeCb MU NO 04epean CHUTBIBATENS C Nay30M MeXay KacaHUsiMu
MeHee 16 cekyHA. Ha kaxgoe KacaHne HOBbIM KITH0HOM KOHTPOSep BblAaeT NoaTBepXaatoLwmnm
KOpOTKWU curHan. Ecnv HoBbIV KNtoY Nocne nogHeceHus yaepXueaTb B none cumtbiBatens 6onee
3 cek, To oH ByaeT 3anucaH Kak 6rokmpyoLwmin. Ecnv noaHECEHHbIV KNIOY yXXe MeeTCs B NaMsTH,
TO KOHTponnep wu3gacT ABa KOPOTKMX CcurHana. Bbeixog wu3 pexuma npoucxogut nnbo
aBTOMaTtumyeckun Yepes 16 cekyH nocre nocrieqHero kacaHus, Mo nNpu KacaHUM MacTep-KItoYOM.
O BbIXo4e 13 pexxrumMa KoOHTpornnep MHPOpMUpyeT cepren n3 4 KOPOTKUX CUrHANoB.

7.2 lobaBneHue macTep-Knroyeun

KpaTKoBpeMEeHHO KOCHUTECb MacTep-KIlo4OM cyuTbiBaTens (KOpoTKoe KacaHwe). B MomeHT
KacaHusi KOHTpOMnep BblOACT KOPOTKUIM CUTHAI, NOATBEPXAAoLWMIA ONo3HaHWe MacTep-Krioya, 1
He Bonee YyeM 4Yepes 6 CekyHa KOCHUTECH U yOepXKMBanTe MacTep-KnioY y cuuTbiBaTens (4nMHHoe
KacaHue).

17



B MOMEHT BTOpOro kacaHusi KOHTPONep BblAACT ABa KOPOTKUX CUrHanNa, ykasblBaloLLMX Ha BTOpoe
KacaHue MacTep-KIlo4OM B pexume NporpaMmMMpOBaHUA, U Yepe3 6 CeKyHO - OAMH curHan,
YKa3blBalOLLMI Ha Nepexon KOHTposrepa B pexum fobaBneHns macrtep-knoyven. [locne atoro
MacTep-knod cnegyet ybpatb. [Ona gobaBneHUs HOBbIX MacTep-Kro4yen KacamTecb UMK Mo
ovepeaun cuuTbiBaTeENs C Nay3on Mexay kacaHusmu He bonee 16 cekyHa. Ha kaxgoe kacaHue
HOBbIM KIOYOM KOHTPONMEp BblgaeT MOATBEPXAAloWMM KOPOTKMA curHan. Ecnn knwod yxe
nMeeTca B NaMsTU Kak MacTep-Kid, TO curHanoB He byaet. Boixog m3 pexunma pobasneHus
MacTep-Kro4Yern NponcxoauT aBToMaTtnyeckn Yepes 16 cekyHa nocne nocrnegHero kacaHus. O
BbIXOZE N3 pexnma KOHTposnep HopMupyeT cepmen U3 4 KOPOTKUX CUrHanoB.

7.3 YoaneHue npocCTbIX KIo4Yen

[1Ba pasa KpaTKOBPEMEHHO KOCHUTECb MacCTep-KMH4YOM CuYMTbIBATENsl (KOPOTKME KacaHud). B
MOMEHT MEePBOr0 KaCaHUs KOHTPONSep BblAACT OAWH KOPOTKUWA CUrHarn, MoATBepXAaroLyui
OMO3HaHME MacTep-knya. B MOMEHT BTOpPOro KacaHusi KOHTPOMSEep BblAAacT ABa KOPOTKUX
CcurHana, ykasblBatoLLMX Ha BTOPOE KacaHne MacTep-KI4oM B peXxXnme nporpaMMmnpoBaHust, u He
Gonee 4yem yepes 6 cekyHA KOCHUTECb U yaepXXuBamTe MacTep-kKIo4 y cymTbiBaTens (4nvMHHoe
KacaHue). B MOMEHT TpeTbero KacaHusi KOHTPOMep BblAacT TPU KOPOTKUX cuUrHana, u yepes 6
CEKYHA - OOWH CUrHarn, yKasblBatloLMiA Ha Nepexoq B PeXUM CTUpaHMs NpOCTbix kntoven. Mocne
3TOro MacTep-krtod cneayet yopatb. [nsa cTMpaHusa NpocTbiX 1 BrIOKMPYHOLLMX KNtoYen Kacantechb
MMK NOOYEPEQHO CHMUTBLIBATENS C Nay30M Mexay KacaHusimu He 6onee 16 cekyHa,.

Ha kaxpoe kacaHue CTMpaembiM KIHOYOM KOHTPOSSEp BblAACT MOATBEPXKOAKLWMA KOPOTKUM
curHan. Ecnu kntoya HeT B namMsTu, TO ABa KOPOTKMX CUrHana. Beixoa 13 pexxnma npovncxogut nméo
aBTOMaTMYeckmn Yepes 16 cekyHa nocre nocrnegHero kacaHus, nnbo nNpu KacaHMM MacTep-Ko4YOM.
O BbIX0Ae 13 pexrmMa KOHTposnnep MHPOPMNPYET cepreit KOPOTKUX CUTHArOB.

7.4 CTtnpaHue Bcex Knroyeun (MamaTu KOHTponnepa)

Tpu pasa KpaTKOBPEMEHHO KOCHUTECb MacCTep-KM4YOM cHUTbIBaTeENs (KOpoTKMe KacaHus). B
MOMEHT MepBOro KaCaHWs KOHTPOSSiep BblOACT OAMH KOPOTKUW CUrHar, noaTBepXaaroLunn
Ono3HaHve MmacTtep-kniova. B MOMEHT BTOpPOro kacaHusa cuyuTbiBaTeNb BbOACT ABa KOPOTKMX
curHana, ykasblBaloLwmx Ha BTOPOe KacaHne MacTep-KIo4oM B pexumMe nporpammMmuvpoBaHng. B
MOMEHT TPETbEro KacaHus KOHTPOIep BblAACT TP KOPOTKUX CUTHaNa, ykasblBatoLMX Ha TpeTbe
KacaHue macTep-KroyoMm, 1 He bonee Yyem vyepes 6 CeKyHa KOCHUTECb U yaepXuBanTte macTtep-
KN4 y cunTbiBaTens (4NMHHOe KacaHue). B MOMEHT 4eTBepToro KacaHusi KOHTposifep BblgacT
yeTblpe KOPOTKUX CUrHana, n 4yepes 6 CekyH[ - Cepuio KOPOTKUX, YKasblBalOLMX Ha CTUpaHue
NnamMaTU KOHTpoOrfepa U BbIXO4 U3 pexuma nporpaMmmupoBaHus. locne 3Toro mactep-krod
cnenyet ybpartb.

*-B MOMeHT cTupaHus Bcen 6asbl C MOMOLLIbIO MacTep-KItoda He MPOUCXOANT CTUPAHNUS
3anporpamMMpOBaHHOIO BPEMEHU OTKPbIBAHUS 3aMKa.

7.5 YcTaHOBKa BpeMeHM OTKpPbIBaHUA 3aMKa

UeTbipe pasa KpaTKOBPEMEHHO MOAHECUTEe MacTep-KIllod K cyuTbiBaTento. B MOMeEHT kaxaoro
KacaHusi KOHTpoOmnsiep BblAacT CUrHanbl, NogTBepXAatolue Oro3HaHue MacTep-Krwya, a ux
KonnyectBo OyaeT COOTBETCTBOBAaTb KOMMYECTBY KacaHwin. B MOMEHT 4eTBepToro KacaHus
KOHTpOrnep BblAACT COOTBETCTBEHHO YeTbIpe CUrHana v nepenaeTt B pexmm nporpaMMmmpoBaHus
BPEMEHN OTKpbIBaHUSA. B TevyeHun 6 cekyHO OT nocrnefgHero KacaHus HeobXxoauMO HaxaTtb U
yaepKuBaTb KHOMKY ABEPU Ha BpeMsi, Heobxoammoe A5ist OTKpbiBaHUS. [ocne oTnyckaHust KHOMKM
KOHTpONSiep Bbi4acT CUrHas 1 3anueT BpeMs B NamMsaTb. [An1s TOMHOW HAacTPOMKM peKoMeHayeTCs
nons3oBaTtbcs WEB-uHTepdencom.
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7.6 BkniouveHue/BbiknoYeHue pexmma «Accept»

Pexxum "Accept" npumeHsaeTca ona sanucu Bcex NOAHOCUMBIX KITHoYen B NaMATb ycTpoucTea. B
AAHHOM peXnme OT Krtoya, MOAHOCUMOTO K CYMThIBATESNO, NPOUCXOAUT pa3bnoknposka npoxoaa, v
OLHOBPEMEHHO OH 3anuncbiBaeTCs B NaMsATb KOHTPOSepa, eCnu ero Tam HeT. Pexxnm ncnonb3yetca
ANs BOCCTaHOBreHus Gasbl AaHHbIX KOHTponnepa 6e3 cbopa kniouver nonb3oBatenen. Ong
BKIIOMEHNSA pexrma Heobxoamm mactep-kntod. aTb pa3 KpaTKOBPEMEHHO MogHecuTe MacTep-
KIOY K cyYuTbiBaTento. B MOMEHT KaXOoro KacaHus cuyuTbiBaTeslb BblAaeT CcurHarsbl,
noAaTBepXaarowme Orno3HaHMe MacTep-kmnwya, a MX KonmyecTBO OyaeT COOTBEeTCTBOBaTb
KONM4yecTBy KacaHuUW. B MOMEHT NATOro KacaHwsa cuyuTbiBaTeNb BblAACT COOTBETCTBEHHO NATb
CUTHaroB U Yepes HECKOMbKO CEKYHS, - eLLE OANH ANUHHBINM CUrHan, NnoATBepXaatoLwnn nepexo B
pexum «Accepty.

[ns BbIKNOYeHUA pexxnma «Accept» NogHecuTe MacTep-KIo4, CUrHan o BbIXoAe - CEpUA KOPOTKUX
CUrHanos.

*- [pw NnponagaHny Hanps>KeHNsa NUTaHUs YCTaHOBIIEHHbIN paHee pexnm "Accept" coxpaHseTca
nocre ero BOCCTaHOBMEHWS.

7.7 Pexxumbl npoxoaa

KoHTponnep nogaepxmBaeTt cnegyoLimne pexxumMbl Npoxoaa:

- LUTATHbIN PEXUM paspeLLEH NPOX0A MO NPOCTbIM 1 GOKMPYOLLMM KoyaMm;

- peXnM «brokMpoBKay - pa3peLLéH MPOXOA TOSNbKO NO GIOKMPYIOLLMM KitoYaMm;

- peXmmM «CcBOBOOAHBIN NPOX0A» - 3anOpPHOE YCTPOMCTBO Pa3brokMpoBaHo.

Pexunmbl «bnoknpoBka» n «CBOGOOHbLIN NPOXoa» YCTaHaBMMBAKTCS C NOMOLLLIO BGnoKupytoLLero
Kntova (nobasneHne GNOKUPYOLWLNX KItoden - N.7.1) nyTem ygepXaHus Knioda Ha cduTbiBaTene
(AnNnHHOe KacaHwe) bonee 3 cek. [1pu OTKPLITON ABEPU BKITHOHAETCS PEXMM «CBOOOAHBLIN NPoXoa»,
npw 3aKpbITON «BrokMpoBKka». Ecnn yxxe BKNtOYEH KakKon-NMbo 13 yKasaHHbIX PEXUMOB, TO Npu
yaepxXaHum OGnokupylowero Knwova unm nogHEeCEeHUW MmacTep-knoyva Npou3onaéT nepexoq B
LUTATHbLIV PEXMUM NPK NIFIOOOM NONOXKEHUM ABEPW.

BaxHo! PasbrnokmpoBka npoxoda npu Monb30BaHUM OrOKMPYHOLUM KIHOYOM MNPOUCXOOUT B
MOMEHT YOupaHus KNnto4va oT CHMTbIBaTENS.

B pexume «BnokmpoBka» MNpy UCMOMNb30BaHUA MPOCTOrO Krtoda pasbriokKMpoBKM npoxoda He
NPOMCX0aUT, a BbIAAETCA Cepus KOPOTKUX CUTHANOB.

B pexume «cBoOOAHBIM MPOXo4» MPOUCXOAUT pernmcrtpauus Bcex MNOLHOCUMbBIX Kioven Aris
AanbHenwen o6paboTkn ynpasnstoLwen nporpamMmmon.

*- Tlpyu nponagaHuu Harnps>keHUs MNUTaHUA YCTaHOBIMEHHbIN paHee pexum "Bnokuposka”
COXpaHSAETCA 1 NOoCre BKITHOYEHUS HAaNPSXKEHWS.

8. CBA3b MEXOY CETEBbIMU U ABTOHOMHbIM PEXXUMAMU PABOTbI

3ameuyaHue 1. lNpu nponagaHuM NUTaHUA KOHTPOMNep BO3BpaLLAETCs B pPeXuMm paboTbl,
npewecTBYLWNA BbIKITIOYEHNIO NUTaHUA. VICKNIOYEHMEM SABMSKOTCA pPeXUMbl
pobasneHus/yganeHuns KntoYen: B 3TOM Criydae KOHTPOsNep BEPHETCS B LUTATHbLIN PEXUM.
3ameyvaHue 2. [pn nepexone C aBTOHOMHOIO pexuma Ha CeTEBOW ynpasnsioLwiasa nporpamma,
3arpyxasi cBoto 0asy kntouyen B KOHTPOMep, Kak npasBuno, yaansder mmetwowlytocd. oatomy
pEKOMEHOYETCA COXpaHATb Tekywyk 6asy Kknwoyern [0 NOOKMIOYEHUS KOHTponnepa K
yrnpasnswwen nporpamme ans obecneyeHns BO3MOXHOCTM BOCCTAHOBIIEHUS UM 3KcnopTta
TekyLen 6asbl B ynpasnsioLLyo Nporpammy.

3ameyvaHue 3. Ecnv npu paboTte B ceTeBOM pexume unm pexxume WEB koHTponnepy npeabssuTb
MacCTep-KIoY, TO, CKOpee BCEro, HUYero He Mpon3onaET, Tak Kak ceTeBble MporpamMMbl yaansoT Bce
MacCTep-KIo4YM U He NO3BONAIT UX 3anucbiBaTb. BBOA HOBOrO KNto4a B CETEBOW CUCTEME AOIMKEH
OCYLLECTBATLCS C MOMOLLbLIO YNpaBnsaoLen NporpaMmmb.

3ameyaHue 4. Ecnn nocne HacTporku B aBTOHOMHOM pexuMme npeanonaraetca OOCTyn K
KOHTponnepy 13 nporpamm (Hanpumep, GuardCommander), TO Moayrb CBSA3W KOHTposfepa ¢
nomoubio WEB-nHTepenca Hy>kHO HaCTPOUTb Ha paboTy B CETEBOM PEXUME.
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9. OBHOBJIEHUE T BOCCTAHOBJIEHUE NMPOLUMBKU YEPE3 USB

Mpn HeBO3MOXHOCTM 06OHOBMEHMs npowunBkn 4Yepe3 WEB-uHTepdenc y kKoHTponnepa
npeaycMoTpeHa BO3MOXHOCTb MOAKMOYMEHNSA K KOMMbOTepy Yepes nHtepdenc USB. [nsa atoro
HeobXo4MMO NOAKMYUTL YCTPONCTBO K MEPCOHAaNbHOMY KOMMbIOTEPY € NomoLbio kabens USB. B
9TOM pexunme YCTPOWCTBO nuTaetrcs oT wWwuHbl USB ©n OononHUTENbHOE BHELLHee nuTaHue
noakro4YaTb Heobsa3aTenbHO.

Mocne noaknwyeHna B CUCTEME MNOSIBUTCA HOBbIA MNoOcredoBaTenbHbln MopT. Bo3MoOXHO,
notpebyeTcsa yCTaHOBUTL ApariBepa, KOTOpble MOXHO cKavaTb C carTa www.ironlogic.ru. Takke Ha
canTe MOXHO ckadaTb yTUnuTy ang obHoBneHus sctpoeHHoro MO KoHTponnepa.

10. KOMIMJEKT MOCTABKHA

- yctponcteo Matrix-1l (mog. E KWi-Fi)................. -1Twr
- KOMMNEKT ANA KPEMNMEHUS ... - 1wt
- PYKOBOLCTBO MO SKCMNYATALUMMN ... - 1wt

11. YCINNOBUA SKCMITYATALN

TemnepaTtypa oKpyXatoLen CPpeabl: .................... o1-40°C go +50°C.

OTHOCUTENbHAsA BNAXXHOCTb BO3AYXA:.....cccccen..... He 6bonee 98% npn 25°C.

Mpy M3MEHeHUn YCnoBuK ISKCnyaTaumm TEeXHUYECKNE XapaKTepPUCTUKM U3Oenus MoryT
OTNNYaTLCHA OT HOMUHATbHbBIX 3HAYEHUIA.

KoHTponnep npegHa3HayeH Ans aKkcnnyartaumm B yCroBUSX OTCYTCTBUSA: aTMOCKepHbIX OCaaKoB,
NPSIMbIX CONHEYHbIX NTyYen, necka, Nbifiv U KOHAEHcauun Bnaru.

12. NPABUNA TPAHCNOPTUPOBAHUA U XPAHEHUA

M3genve B ynakoBaHHOM BUAE MOXET TPaHCMOPTUPOBATLCA B KPbITbIX TPAHCMOPTHBLIX CpeacTBax
noboro Buaa npu Temnepatype ot -50°C go +50°C, ¢ 3awmTon ero ot HenoCpeacTBEHHOrO
BO34ENCTBUSA aTMOCHEPHbIX 0CaAKOB, COSTHEYHOMO U3NYYEHUA N MEXaHUYECKUX MOBPEXAEHUI, MO
npaBunam nepeBo3KM rpy30B, AEUCTBYIOLLMX Ha COOTBETCTBYOWEM Buae TpaHcnopta no NOCT
23088-80.

M3penune gomkHO xpaHutbes B yernosusax rpynnel J1 no FTOCT 15150-69 (temnepatypa ot +5°C go
+40°C, oTHOoCcUTenbHagda BriaxkHocTb 40 80%). Cpok XxpaHeHus 5 neT.

13. PEANIM3ALUUA N YTUITUSALINA

Peanusauus. Peanusauua nsgenus npousBoguTcs Yyepes TOpProeyk ceTb. [1pu 3TOM Hanuyue
NUUEH3UM UNn crneumnarnbHbIX paspeLlleHnid y npodaBua Ha TOProBnio AaHHbIM TOBApOM He
TpebyeTca.

YT1unusaums. OTcnyxuBLUme CBOW CPOK U3aenus cnegyet

cAaBaTb Ha 9KOITOrMYEeCKN YNCTYIO peKynepaLmio OTXOL0B.

He BbiGpacbiBaniTe anekTpoHHbIe n3genus B 6bIToBon mycop!

14. TAPAHTUMHBIE OBA3ATENLCTBA

[[apaHTUMHBIN CPOK AKCMNyaTaumnmn 12 mecsiLes CO AHSA NPOLAXMN.

OcHoBaHua Ans npekpaLleHns rapaHTUNHBbIX 00A3aTeNbCTB:

- HapyLleHne HacTosiwero PykoBoacTea;

- HaNM4yne MexaHN4yeCcKnx NOBPEXOEHUN;

- HanNM4mne cnegoB BO3OENCTBUSA Bfiari U arpeCCUBHbIX BELLLECTB;

- Hanuyue crnegoB HeKBanUAUMUUMPOBAHHOIMO BMeLUATeNbCTBA B 3MEKTPUYECKY CXeMy
yctponcTtBa. B TeyeHue rapaHTumHoro cpoka WarotoButenb OGecnnaTtHO ycTpaHsier
HencnpaBHOCTU YCTPOMCTBA, BO3HUKLLME MO €r0 BUHE, UM 3aMEHSIET HEUCNPaBHOE n3aenue.

Cpok cny>06bl n3genus 6 net.
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